
Protecting Our Youth: 
Online & In-Person Safety Strategies



Discussion Guide – you will learn

� JWF’s Mission

� Prevention through Education

� The definition of Child Sexual Exploitation

� What role the Internet plays

� Myths vs. Realities 

� What kids are doing online

� What we can do to keep them safe

� What has been done and by who

� Questions/Answers

� Complete Post-Test - Evaluation



JWF’s Mission

Jacob Wetterling Foundation educates, advocates and 

responds to reduce the number of missing and sexually 

exploited children and teens.

Educate.We believe adults and communities are responsible for protecting
children and teens. JWF educates and provides tools necessary to spark 

community-wide conversation and action.

Advocate.We believe children and teens have the right to live in nurturing 
environments free from victimization. JWF advocates for policies that 

promote the health and safety of all children and teens.

Respond.We believe the impact of child and teen victimization is 
devastating and far reaching. JWF responds to victims, their families and 

communities to help them heal.



Prevention through education

� Education & awareness raising works at all levels:

� Government and organizational policy makers

� Community leaders & youth workers

� Other adult community members

� Parents and caregivers

CHILDREN

� Parents and caregivers 

� Other adult community members

� Community leaders & youth workers 

� Government and organizational policy makers



What were you taught?

One day  - One message “Don’t Talk to Strangers”

So what’s wrong with that?

� Don’t talk to Strangers

� Who is a stranger?

� How do they get help? (Brandon’s story)

� If stranger = danger then friend=safe right?

� Don’t get in a car with someone you don’t know

� Or someone you do know!  Have a code word and ground 
rules

� CHECK first!

� Don’t take candy from strangers

� It’s a new world - not just a stranger who may offer “candy”

� Today’s “candy” - money, i-pods, clothes, favors and 
attention/affection



What are we teaching today?

� More – parents are becoming aware of the risks and are talking 

to their kids.  Just being here today puts you light years ahead

� Not Enough – It’s awkward, we worry so we talk to them “when 

they’re ready” which really means, when we’re ready

� Children learn best through repetition

At school - entire week Fire Safety, Bus Safety & Tornado 

Readiness all VERY important messages but where is personal 

safety?

� Appox.1,000 tornadoes p/y in US vs 2100 children missing each 

day



What is child sexual exploitation?

� There is a strong link between abduction and child sexual 
exploitation! 

� CSE includes trafficking, prostitution, sex tourism, mail-order-
trade, pornography, stripping, battering, incest, rape and sexual 
harassment.

� Adults who engage in child sexual exploitation generally do so to 
achieve sexual gratification and/or financial gain or advancement 
in-person or online.



Why has this issue exploded?

Former U.S. customs agent Marcus Lawson

“I don’t think the Internet has created more pedophiles. 

It’s removed the societal stigma that kind of kept 

people in check,” he said. “Before the Net, pedophilia 

was a lonely business. Now 24 hours a day, seven 

days a week, you can validate yourself, find hundreds 

and hundreds of people who will tell you there’s 

nothing wrong with having sex with children.”



Victimization Facts

� Abduction is rare: 115 stereotypical abductions occur annually

� Sexual exploitation is more common: 

� 1 in 6 girls

� 1 in 10 boys

NCMEC & Crimes Against Children Research Center:

� 1 in 4 children has had unwanted exposure to sexual images

� 1 in 5 children has received sexual solicitation online

� 1 in 33 has received an aggressive solicitation

National Juvenile Online Victimization Study:

� Victims- 76% 13-15 years old; 75% girls

� Offenders- 99% male; 92% Caucasian; 86% 26 yrs or older



Myths and Realities

MYTH: An offender will sneak up and take a child by force. 

REALITY: Offenders typically are “too nice” they befriend the child over 
a course of weeks/months, to gain their trust.  They “test” the child 
periodically to see if they can move to the next step and to make 
sure their secret is safe.

MYTH: Child sexual abuse and abduction are most often 
committed by strangers. 

REALITY: Between 80-90 percent of people who abduct or sexually 
harm children are known to the child or family.

MYTH: Children do not sexually abuse other children.

REALITY: Up to 50 percent of people who sexually abuse children are 
under the age of 18.



Myths and Realities

MYTH: Youth victims are forced into face-to-face 

meetings with offenders.

REALITY: The vast majority of victims agreed to meet offenders (83 

percent) and 73 percent of victims met the offender on more than one 

occasion.

MYTH: People who commit crimes against children are 

strangers and pedophiles.

REALITY: Most people who commit online victimization crimes do not 

appear to be pedophiles; 99 percent of victims were 13-17. 

Additionally, most victims communicated with their offender 

extensively before meeting. 



Online Crimes Against Children:

The Basics

� Children use a variety of online and communication tools:

� instant messaging, text messaging

� discussion groups/chat rooms, home pages and weblogs

MySpace has more views per day than any site on the web except Yahoo! 

� cell phone photography and videography

� Variety of crimes against children:

� the creation, collection, and dissemination of child 

pornography

� Child solicitation

� Illegal sexual contact with minors (or intent)



Example of Chat room



Internet Chat Language

� LOL – Laugh Out Loud

� BRB – Be Right Back

� A/S/L – Age, Sex, Location

� F2F – Face to Face or Flesh to Flesh

� POS – Parent Over Shoulder

www.webopedia.com/quick_ref/textmessageabbreviations.asp

www.netlingo.com



Example of blog



Too much information (TMI)

A study by the Children's Digital Media Center at Georgetown University 
revealed that kids volunteer far too much information. Two-thirds provide 
their age and at least their first name; 60 percent offer their location and 

contact information. One in five offer up their full name. 

"I don't see why pedophiles wouldn't use this 
tool, if this is where kids are," said Ann 
Coulier of Net Family News.



What are they doing that’s so bad?

� WiredSafety.org program, says 

"There are underage kids on every social networking site 

on the Net. They are engaging in highly provocative 

conversations and doing things they would never do 

offline.  Many authors try to outdo each other to get 

visitors. Often, that includes provocative comments 

and images. "It is an attention competition“

PSA - Exchange



Pete_tornquist@yahoo.co

mExample of home page









Stumbles

Headline: ""Don't be a pussy let's go on a f****n adventure!"" 

Orientation: Straight 

Here For: Friends, 

Gender: Female 

Age: 18 

Location: Eden Prairie, Minnesota, US 

Profile Updated: Oct 04, 2006 05:21 PM 

View Profile

Send Message

Send Instant Message

Forward to a Friend

Add to Blog Preferred 

Example of social network



Online Harassment

� Cyber-bullying

� Example a vengeful classmate might sneak a compromising 

photo with a camera-equipped cell phone, then threaten to put it 

on the Internet unless some form of payment is made. 

� "It's the kind of thing we used to do on bathroom walls, only this 

bathroom is seen by 700 million people,“

� PSA “Talent Show”



Basic Online Safety

� Don’t take the computer away from children and teens

� Put the computer in a common room in the house

� Sit down with your child and learn together

� Monitor the amount of time children spend online

� Set clear boundaries for computer/technology use



What are the signs of trouble online?

� Spends large amounts of time on-line, especially at night

� Pornography on your child's computer

� Receives phone calls, is making calls, sometimes long distance, 
to/from numbers you don't recognize

� Receives mail, gifts, or packages from someone you don't know

� Turns the computer monitor off or quickly changes the screen on 
the monitor when you come into the room – Changes to default 
settings

� Becomes withdrawn from the family

� Using an on-line account belonging to someone else



What can you do?

� Know the risks

� AGE – the brain’s ability to reason does not fully develop 
until about age 25

� Low self-esteem, poor self-worth

� Lack of supervision, guidance and attention

� Exposure to unsafe situations

� Teach them to be smart, responsible users of the Internet 

� Think before they click - “Take 5”

� Before responding and avoid spreading rumors, 
assisting in cyber-bullying or sharing private 
communications online 

� Don’t post pictures online 

PSA “Bulletin Board”



Keep it said, keep it simple, keep it safe!

� Clearly outline acceptable computer use – with your kids, your 

kids friends (parents) and your care providers/baby sitters

� Discuss and post guidelines for acceptable use of Cell 

phones and other devices used including magazines, 

games, other materials

� Educate often – keep it fresh & simple “BE SAFE!” Use teachable 

moments!

� Be available – find out what your child knows about sex &  about 

violence

� Handle it - Let them know you can handle it if they need to talk

and they will have some control in what happens next!



Care and Click!

� Learn how to examine your Web browser’s “History” files, 

� Google your kids and their friends - get to know your children’s 
cyber-friends

� Know all your child’s e-mail accounts & passwords 

� Tell your kids to stay out of chat rooms

� Install spyware and adware blocking software on your computer

� Consider monitoring software 

� Make sure you have a working firewall & install anti-virus software  -
update it regularly

� Take advantage of spam-blocking tools offered by your Internet 
provider or e-mail software 



� Remember - No program is a substitute for parental 

supervision. 

Set your security settings

� click Tools

� select Internet Options

� choose the Content tab

� click the Enable button

under Content Advisor.

Care & Click!



911 for the Internet

www.cybertipline.org

1-800-THE-LOST



Learn together





What’s being done?

We are making progress.

Kids and parents are championing personal safety & so are we!

� National Center for Missing and Sexually Exploited Children was 

established in 1984.

� Jacob Wetterling Crimes Against Children and Sex Offender 

Registration Act (Jacob’s Law)- passed 1994.

� Megan’s Law (Community Notification)-passed 1996.

� Jacob Wetterling Improvements Act-passed 1997.

� America’s Missing: Broadcast Emergency Response (A.M.B.E.R.) 

Alert Plan-established in MN June 2002.

� Protect Act-passed 2003.



Ask

� Does your school or organization

� Screen employees/volunteers?

� Conduct interviews, check references, and background 
checks

� Conduct ongoing, routine checks of all employees

� Educate everyone on the rules laid out in policy manuals

� Review mandatory reporting laws with staff

� Are they committed to reporting all offenses against children in
which there is  “reasonable suspicion”? Are you?

� Have you ever talked your self out of listening to yourself? 



Protecting our Youth:

“we weren’t born with the strongest teeth 

or the longest claws,

but we do have the biggest brains”

TRUST your intuition & act on it 

(it’s the best information you’ve got!)



Join JWF to Protect Children

� Speak up on behalf of children!

� Teach children not to tolerate or perpetrate violence

� Address adults or children participating in harmful behaviors

� Communicate with children, give them attention and affection

� Write or call public policy makers to encourage the passage of child-

friendly legislation

� Write or call the media to encourage accurate, non-exploitive coverage of 

missing or sexually exploited children’s cases

� Support child advocacy groups like JWF by attending trainings, 

volunteering, donating, and educating others



Resources

� Jacob Wetterling Foundation

� 1-800-325-HOPE, www.jwf.org

� National Center for Missing and Exploited Children (NCMEC) 

� 1-800-843-5678, www.missingkids.com

� Minnesota Internet Crimes Against Children

� MICAC Task Force, 651-266-3885

� Netsmartz Workshop

� www.netsmartz.org

� Stop It Now! MN 

� 1-888-PREVENT, www.stopitnow.org/mn

� MDH Sexual Violence Prevention Website 

� www.health.state.mn.us/svprevent

� Office of Justice Programs, Crime Victim Services

� 888-622-8799, www.ojp.state.mn.us/



Contact Information

Nancy Sabin

Executive Director

2314 University Avenue W, Suite 14

St. Paul, MN 55114

P: 651-714-4673

F: 651-714-9098

E: nsabin@jwf.org

Stephanie Stout

Manager of Community Outreach

Sstout@jwf.org

This project was funded in part by the Initiative Foundation

Thank you for your attention and dedication to the protection of all children!


